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Dcr ciop ciTccrir e prolection. mirigation recol crJ rncasurcs for crilical infraslructurcs is

ffi
paratilount in rcrtrcing natural nrrd lrurn;-ln-irrrLiutcd hazrrds. risks and thrcnts. Conscqucntll . thc

naturc of undrrstanding slst.nrs intcrdeFendcncics can plav an csscntial roie in minimizing thc

;
probal"rilitlcs and coirscrlucnccs. Thc papcr discusscs lhc nccd i'or policl makers" inlraslructure

opcrstors. and rescarchcrs f.G considcr altcmativc approachcs in firrrnulating risk and cnabling

solulicns to challcngc [ltr']lst-i;cnlurt issues relat*d to intcrdcpendcnt inlrastructurcs. Thc

ffi
hcalth calc srctor is uscd as an c.ramplc" l-hus. this articlc rc\ ic* c.tplorcs thc risks associatcd

lillr managing p*blic sccLols anci goes belonel ihc risk ftrrnrulatisn to thc stFuc[ural complexill

brought br infrastructurc intrrdcpendencics (Katlna, Pinto. tsradlr & Hcster- 2(ll+)

ftisl rcliirs ao the pr*bilbilit_r 
'Jf accurrcncc of arr ctcnt and lfic magnitrdc of thc rcsulting

{r,.
conscqucnccs. Srrmc oltht ditlcrcnt ffIicttlations olrisk dcpending on thc co$rcrt includcs. in an

industrial setting: thc risk is associatcd *ith tlrc dclernrinaliolr of crenl scqucnccs and thc

i.:
evaluation of cr.cnl frcqucncir.:s arrd protrabilitics. Tht notion olrisk in nrodrrm socicq is $c

nalurc of cnlical inliaslnrclurr-s thosc dcstructlon can halc a dcbiiltating irnpacr on public

rrcllbcing, h'Iodcm socict-r at high lcicls dcpcnds on thc goods and scniccs proridcd b1

i;t
cssctrtial lburtdations (Katina. ct al. llll-1 t. hr contrast. crilical iftlr*srruclurss cls neit op*ratc as

isolated s!stcms. lnstcad. thcr l'unclion as inlcrconncctcd sl.stcms uhosc srarc rclics on thc s{atc
;tj

olother s]'stcnls, Duc to (ftc {ccftnoJogical advanscnrcnt and ubiquicous conrpu(rng, ma*aging

risk in thc colttc\t olcritical inlrustructurcs mal rcquirc a rrlor*rulation o[1hc notion of

uncL'rt;linlv to dcal $ith the inlcrdcpcndenl Balurc olcritical infraslructurcs.
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a
Ttlre ide$ qf rriticall infrasnflJctures useel rxp,liainr [}te furerease im the impurtla::,*e of the

rcalization that iafsrmatian rrarfare cauld levernge the incrsasing dependence sn info*$ation

xrarfarc. Florl,crieir, tta;sHuH ler.erage the r"isiltg dependence on information and com$i*erized

E
conml $yst*ms. A.s a r*sult- tlune was ttrLe erestio,n s,f'a path for tregiclatimr *imed at p$otecting

infrastructures and then users in the United States of Arnenica. For exarnple. Euronre and ottrer

a
parrs of tfte w'orld enrbraced. t&,e Europeaur Ftregraun fur eritical iuf,rastrrrcttrre in 2{ffi4 p,roviding

EO
security forcritical infrastrusn$e$ in the Europcan Urricn. The ["lmitedl States nat&mal

monnm€n6, icons" dcnaanil criticat rnanufac&rnng rrere identiflred as lital under Presiflential

Folicy Directive ?1. issued by the Obarra adrninistration (Katinai et al, 2S[4i

flfi the r,mltrxt pf essemtifln imfrasml*&rnes, .a asnsiderqti'on,of ho* ri$frastruc[urt aperatn is

E
rerylired. frnd.ition*t risk fsrmulation ofifurs a b,reai;{h,ro,ug}r for develcping prctection{measures

against natural *nd htman inidated e*'en* hy uddrexsing nro variables rv[riah iu,etrnde

pobabilities and consequences {Katina. et an. 2014}. There is E chffige in tlae inf,rnstr"us'h}re

I*ndscape in fihe Zl" cexrrury due tu in+reas*d de,peurderr,ee im seniees p,ravidedl rvtrriah ilrellud[*

csmrnumisation, rnanufarturir-rg. arul terhmulory in g,eneral. Tfie ef'f,ec[ sf such ctrarag-ss is not

necessariJly affecrted h3' ge.ogaphical locatiun. Tkrris risk re'quires comsideearisrr cf laou,,

infraslruefsrre oF€ratEE aomceauing their trar!$b$rurel*ry, an'dl eross bs,rdhr effest.

E
lmfrasuuilrtxre, om ltre atiaer hand, bas also rmerged as an flmB o$nsflr beeause nt ma1

.,.,

rcsist lrcurcndor.rs agcnts [:crausc it hclps Lo miniurirc thc nr:rnral opcrirLiurr Auoiher crrcrging

arcn oI intcrcst is fragilit-r of thr abiliil to harc trrraLdotns as a rs.iuil of oulsidc inilucnccs.
illi

Also. to rrotc tlrt lrurriLrcr thc numbcr co;rtsp*nding to a dcpcndtncl dcr:otes thc i* rl of'

, irl
c*scading risk {-lom rrne infrus{ructutr to an*thcr. Tlurc r{r$riins t}rc ncr:d ta f$rn:ula(e t}:rc risk in

in:l.crdcprndcnt crilical infrastnrclurcs based on thr alailabilitr af bidircciional palhlrm's among
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ifllrastnl{turcr.-fo illuslfatc tlris. the necd to understand thrl tntcrconucctr'el natur* *llhunclations

lr,
is sirgnil"rcant. Dcpcndencr is a unil'r'ing ronccpl rhat cnablcs thc crtrsidcration *f inft'astruclurc

risls [:c1cnd a s\st$rn rrlintcrcst and unidircitional risk (Latina. ct al. ](ll'li

infi'astrr.lctur{li intcrdcp*ndcnclfs rclfttc to thc bidircctional rclatirrnship hcl\\i:*n Lhc t*o

inlrasrructtrrcs. ts1 rhc rtltc +i cach inll'astructurc ini'llrnces thc statc olcach othcl. Similarlr -

''lir:

ttris suggcst thet ihc apcr*trilirr'*f'frfte ru{'rrs(ructurc i:an hc c$ntirgerri sn thc opcrabiXiil. +f onc

anothcr. h has also bccn rccLrmmcndcd that inlraslructure interdcpcndcncics incrcssc thc oltrall

structurc. ccntribntc tr) s].slsm complcsii-r' and cculd bc a basis for s) slclns $f s1 stcnts

:rl,
,\ccolding Lo rLlccrlt lcscai-ch. thc risk l'rrnrrulation ur tirc ficld of ;ritit*[ i*frastructurcs

lnighl re quirc a bcltcr undcrstanding r:f thr-' intcrdcpcndrncics t:isting bc*r rcn infi'as{ructurcs. i\
:. l:

goo,:1 r'ranrplc is thc Enlopclrn (.rimmission sugscsts that thcrc is * nccd to ufidcrstalld thc

dcpcnilcncir--s ol rcchnological advanccs such as thr intrrnrr spacc-bascd radio naligation-
t?

cornmunrcaliorl s\ stcms i.rtllorlg othcrc. Thc rccognilion thal iniiastruclures do ilot opcralc in

isof;rtion s$ggests thc need to dcrclogr irrllrastructurc protecliorr rneasurcs ftrl c-taln1:lc de{ecliiln.

rnitigation. and rccolcn that caplurc ftc intricatc rclationships rxisling bcnrrcn infrastruclurcs.

.,;
{irLsorr. .}-slrcrcr & Cib$orr, {rgrrc$ riuf thc u{iti*n c.l'irrflxstrri((tlrc in{crdcpcudcncc rcqurrcs

inlimtnrcturca'!11fifrs.opcr*tors.uscrs.and;xriicr makcrsillh&l'canclpantive ric* of

itlliasrructurc !\'stcms.

In [hc proccss ol'iticntifi ing l1 l]cs oI intcrdcl:cncJtncics t.]rr' ]rcrfirrmanurr ll's*t rrlrl

inttrdcircndcnt lrDtors shoulcl bc considcrcd trbl inslancc hazirrds. tlrrcals. iind risk. Similadt. iic

cffII ciilcgrlf'Iz,r ililrastructure intcrdepcnricnirics as ph-r sical- c-r bcr. gc*gnlphical and logical

" 
li

interdti:tndencic;s. Rcscrrchers rt ldah* National Laborat*ry prr:poscii thc usc r"rl tlrc critical
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infrastnrcture Modeling Sysenn which engagec m agent bsed appro*ch to mdel in$i$ucture

elements, relationships betwesn elements and indiridual comporultbehavior {Katina" et a[.

a
2014). A health care system refers to a collection of related institutims charged u'ith pr-oviding

I
direct care. A. healtlrc&re systenft it:rcludes tloepitals" annbulatory healdrcare fffiilities, fiursing, and

residential care frcilities, indir*tual tr grarp nredicat praclices, health insurarrce comlanies,

pharmaciea, pharmaceutlcal manufrcturers, medical decice. In the oritical hcalthcare $es.ta,r- it i$

E
examineet how polic3'nnaliers and infraserrcture o${rers expflnd their liet's of risk intdrilependsnt

infrastruchres"

a
Th,e iisk in heatth cflre operations relh,rcs to the probability of occunence o,f a{ event that

rvould disrupt the expected perfamance of activities. It also includes lhe consequencds of such

a
an flppefirsftc€ of such fln el'ent. Heandasare is ir,cieed mot umique: for exalnLple. tl.re pati$nt portal

technologics patient-focused heatth S cuuing down time+onsuming tasks. The tech{ologies

introdwe nss'areas of concern such as teehnical prohlems, coilnprt€r experience. cor{pute.

access, and inmcurate and disorganized information {Wood. et.all.2*06- pp, X09). 'llltercfore. these

E
areas of corcem are esseatial in a healthcare slstsm because of the potential lives of patient's

E
critical inflrfls{mcture. The risk formulation approach in a healthcare setting enables ffiagemeirt

&o considerrisk from signiftcant tlumec. The th,eunres include &pa*nce, exposu(€. ftagility,

susceptibility, and reliability anlong others.

The artictre rellates urore broadly ts tlae sriminsl jrustice co{r}pollen{s. fuiet'.}1- consirderir:,g

the three elernents r,rhictr include lan enf'orcernsnt. cegrt and corrections critical

inteidepend,emcies naay appny ro minfunise risns. T'hus, risk fomraulatior is cmrcial, aoms$quenll-y.

a
the critical infrastructures are of considerable inErest to the 2lst-cenrury society becarise the

desrucdon of essentia! assets of infrastrscture assets could result in massite financial fipsses and
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causalities (Katina, et al, 2014). To itlustrate on the same. lr.e finrl that [au, enforcemenl is crucial

Eil a heatthcare system" Ttrus. risk formulatisr mu$t acoount for bidirectional relation{fip mromg

health care components. In the case of the uorkfsrce for inslance doctors, nurses. lart

enf'orcerment nnust be undentakeu to ensure qiualit!' pqitient heslffienl

Infrastmcture relates ro sne of the rnosl critisal pams ,af the del'elopment. This includes

genera! health uanrspo'rt ecomonnic I'itality acrd alsc security. [t is essemtia[ to develop it.

especia)ly im tlo,e 2 tr 
d ceilfiBu,- , It is helpfiinb ilr easl* Bccess to rnaterial rcsolnrc€s that are used by

the country to el1rort and earn income. Failure to talie its del'elopment will lead to casralties and

oreruse of flmancial re souroes. For tfuis [o be enhancecX po,licymaXers have to clesign systems ilrat

Xrror:ide befiter social facili[ies especiially health facilities. tsy doing this, it u'iX[ henp you endure

the furterdependemcy amsngst the countries (Wood, et.a1.2006. p,F.106). This witrtr enrsnu:e the

cs'untry become dependent oili itsslf tlnerehy rcduaing ttre exploitatio,n hy othrer csuilries. T'o

'enhance this facilitl', tlrey hare to put ints consideration the opinions from the llr,rblic concerning

the challenges Paclng thesn and anso dre developnnent tlut they" rnary rcrytire to be done to thern.

Derelopment in technology is a considenatior: and also adrancement in an institution

because these two are intenconrrrected. This primnarily nedr^rces the risk tllat might n'esul0 from poor

infrastructurre. Also, these tr.vo are intertrinked to infr:astructure as, ffte is required to knuw to

d,evsl,op n,s&' ffnd adr'anced toclmolory {Kalina. at.al. 20[4). nnterdependeurcl' drpendenry is a

risk ttrat shound be put inro consideration fur f'uture as flrey are the core for ilre developnent-

Technological adtancerilenl dependencies and rapid institutional changes trare and r"i{l continue

creating a rreb of,intertorutected infrastructur€ to maintain public rvellbeing sinee tlrose ale a

conceru for the dlevenopntent. nnsfitution and fectuaotro,ry are the carc emptrasis. sttould be put to

reduce rthe rish of in{,erdependemt.
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Flealth cara is a critical frietd that sha,ulul lre ssnsidercal" Fw,r health eare is caused by the

poliry that exisls due [o in[,erdependence and cfrranges in lhe sys[erns" Thesf policies irrelrde

regional intenretirnal examtrrles are the rren narrs arrd prceedures. The shift in teclrnology rrill

alsu cause a desline in [realthr f"s,eilities. 'likis is bec.surse nr*se Bearplle rr [[[ be retuct*rlt ta accept

the sdo1xted medicai facili'ties. A countr]'- shculd he ahtre to ilrfJuerace its citizem on tlwiadopticrr cf

fhe nerv teehrmlogy sn hea'ith fsEilities tfi e&sure inflastrueture clevclspr&ent. Tire stflrderd rsotr

for ldexrtifying inuerdepeneXenfi ira the ]nfrarstruature sector iis triospitaL, t]ris Xmlp, to deterunffis fh*

lsvel nf the interconnec{ed system f,or a coun{r1- {Katina. et al. 2fi14}.. There are sevexnl

qlrestiotrrs that ttte ar[icne ffiises. For instance. rvtmt can tre dt:.ue [u ttrle fuu-ure to t]ire risk of

intardepend,en*ies in infrastrlcrtures asrd rvhat *an be done ln irrrprol.e infrastruatmes.
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